REQUEST FOR PROPOSAL
Information Technology Managed Services
Seneca County, City of Tiffin, and City of Fostoria

1.0 INTRODUCTION

1.1. Purpose: This Request for Proposal (RFP) is issued by Seneca County, the City of Tiffin, and the City of Fostoria (hereinafter referred to as "the Entities") to solicit proposals from qualified Managed Service Providers (MSPs) to provide comprehensive IT support services. The Entities are seeking a long-term partnership with a highly qualified MSP to manage and maintain their IT infrastructure, ensuring security, reliability, efficiency, and compliance.

1.2. Scope of Services: The selected MSP will provide a full range of managed IT services, including network management, server management, cybersecurity, help desk support (Tier 1/2/3), vendor management, and documentation. This partnership will include close collaboration with an onsite Tier 1 employee, who will focus on initial support and the ProPhoenix CAD system (Law Enforcement software). The MSP will be responsible for helpdesk overflow, escalation, specialized support, infrastructure management, and cybersecurity.

1.3. Background: The Entities are interconnected via a dark fiber ring, utilizing Extreme Networks Fabric Switching. Internet connectivity is provided through Fortigate 200F firewalls at two ISP connections: Bascom Fiber (primary) and Spectrum Coax (backup). A sealed and environmentally controlled datacenter with three racks (75% utilized) is located in the Justice Center. Tiffin and Fostoria have independent ISP connections in addition to the fiber connection. The fiber connections transport NG911 (Motorola CallWorks) and CAD (ProPhoenix) data. The fiber connection provides internet access for the County entities.

1.4. Term of Contract: The contract term will be for 36 months. Both parties may give a 90-day notice to have the contract terminated without penalty.

1.5. Issuing Office and Contact: The contracted entity is Seneca County, Ohio. Issuing officer is Barb Patterson, County Administrator. 

2.0 BACKGROUND INFORMATION

2.1. Shared Infrastructure:
* Dark fiber ring with Extreme Networks Fabric Switching.
* Fortigate 200F firewalls with Bascom Fiber (primary) and Spectrum Coax (backup).
* Justice Center datacenter: 3 racks, environmentally controlled, 75% utilization. Primarily used by County entities.

2.2. City of Fostoria:
* O365 Licensed Users: 156
* PCs: 82
* Servers: 14

2.3. City of Tiffin:
* Google Licensed Users: 179
* PCs: 54 (excluding Police Department PCs)
* Servers: 19
* Important Note: Tiffin Police Department PCs do not allow remote management software. Phone or remote support is acceptable. Remote access is acceptable for all other computers that are not directly LEADS computers.

2.4. Seneca County:
* O365 Licensed Users: 317
* PCs: 209
* Servers: 21

2.5. Key Systems:
* ProPhoenix (CAD) system (critical).
* Microsoft O365 (Fostoria and Seneca County).
* Google Workspace (Tiffin).
* VIP (auditor software through SSI)
* 3CX phone systems (Tiffin and Fostoria)
* Remote access is acceptable for Fostoria PD and Seneca County PD for all computers that are not directly LEADS computers.

3.0 SCOPE OF SERVICES

3.1. Network Management:
* Monitoring and maintenance of network devices (routers, switches, firewalls).
* Network security (firewall management, intrusion detection/prevention).
* VPN management.
* Wireless network management.
* Detailed network diagraming and documentation.

3.2. Server Management:
* Server monitoring and maintenance (physical and virtual).
* Operating system patching and updates.
* Backup and disaster recovery (RTO: 4 hours, RPO: 8-12 hours).
* Active Directory/Google Workspace management.
* Regular server performance reporting.

3.3. Cybersecurity:
* Top-tier EDR solution (e.g., SentinelOne).
* 24/7 SOC monitoring (industry best practices for local government).
* Vulnerability assessments and penetration testing.
* Incident response planning and execution.
* Email security and backup (7-year retention).
* KnowBe4 security training.
* Compliance with CJIS and other applicable standards.
* Security audits.

3.4. Help Desk (Tier 2/3):
* Escalation from the onsite Tier 1 employee.
* Remote and onsite support.
* Ticketing system with detailed reporting.
* Defined Service Level Agreements (SLAs) for response and resolution times.

3.5. Vendor Management:
* Management of third-party IT vendors.
* Hardware and software procurement.

3.6. Documentation and Reporting:
* Detailed documentation of the IT environment.
* Regular reporting on system performance, security, and service levels.
* Incident reports.
* Monthly and quarterly reports.

3.7. Collaboration with Onsite Employee:
* Full control of the onsite government employee.
* Integration of the employee into the MSP's ticketing, RMM, and remote access systems.
* Clear lines of escalation and communication protocols.
* Training and knowledge transfer to the onsite employee.

4.0 PROPOSAL REQUIREMENTS

4.1. Qualifications and Experience:
* Minimum of 5 years in business.
* Experience working with government agencies (preferred).
* Experience with similar-sized organizations.
* Demonstrated expertise in network, server, and cybersecurity.
* Experience with Microsoft O365 and Google Workspace.
* Experience with Law enforcement software, and CAD systems.

4.2. Local Presence:
* Ability to provide timely onsite support (within 45 minutes).

4.3. Personnel:
* Ability to pass BCII and FBI background checks.
* MSP must have their employees LEADS certified.

4.4. References:
* Minimum of 5 business references, with at least one from a government agency and all clients for more than 1 year.

4.5. Insurance:
* Proof of adequate insurance coverage (liability, errors and omissions, cybersecurity).

4.6. Security:
* Detailed description of their security practices and policies.
* Compliance with CJIS and other applicable standards.
* Security audit reports.
* SOC II Type 2 certification preferred for responding MSP

4.7. Technical Proposal:
* Detailed description of the proposed solution.
* How the MSP will address the specific needs of each entity.
* How the MSP will work with the onsite employee.
* Detailed transition plan, outgoing MSP has proposed May 1 to May 31 for transition and is willing to provide guidance on critical systems.

4.8. Pricing Proposal:
* Detailed pricing structure.
* Breakdown of costs for each service.
* Any potential additional costs.

4.9. Service Level Agreements (SLAs):
* Proposed SLAs for response and resolution times.
* Uptime guarantees.

4.10. Legal and Contractual:
* Acceptance of terms and conditions.
* Indemnification clauses.




5.0 EVALUATION AND SELECTION PROCESS

5.1. Evaluation Criteria:
* Technical expertise
* Experience and qualifications
* Local presence and responsiveness
* Pricing
* Service Level Agreements (SLAs)
* References
* Security posture
* Transition Plan

5.2. Selection Process: Firm Interviews week of April 7, 2025, you will be contacted.

6.0 SUBMISSION REQUIREMENTS

6.1. Submission Deadline: March 27, 2025 (10:00 a.m. EST)

6.2. Submission Instructions: Submit (4) sealed proposals to:
Seneca County Commissioners
Attn: Barb Patterson
111 Madison St
Tiffin, OH 44883

7.0 TIMELINE
· RFP Release Date: March 6, 2025
· Pre-Bid Meeting: March 18, 2025, 1 p.m. Seneca County Commissioners’ office
· Proposal Submission Deadline: March 27, 2025 (10:00 a.m. EST)
· Vendor Selection and Contract Award: No later than April 17, 2025, with contract commencing May 1, 2025 (Billing begins)
· Full Takeover: June 1, 2025


8.0 TRANSITION INFORMATION
The outgoing MSP will provide full runbooks, diagrams, and configurations to facilitate a smooth and friendly transition. The outgoing MSP as a Mitel certified partner will continue to provide support for the Seneca County on-premises Mitel system but will not support the 3CX systems utilized by Fostoria and Tiffin.
